Message

Send / Receive Folder View Info
Message Plain - -
U5 Header Text e 3 raieng ired -
RTF/

Message

The Message group of the Info tab contains information about the original message.

- TXT/HTM/RTF icons show the type of the original message - it does not depend if Outlook

was set to read the message in a different format (say it was set to read all messages in Plain
Text)

- Message Header button provides an easy way to get the header information of the
currently selected e-mail. It provides the same information Outlook provides under
“Internet headers:” but before having to open the e-mail message:

-
T
Settings Security
| E e Importance: g} Encrypt message contents and attachments
\_‘: Sensitivity: | Normal : Add digital signature to outgoing message
Request 5/MIME receipt for this message
[ Do not Autoarchive this item
Tracking options

o Reguest a delivery receipt for this message

= Request a read receipt for this message

Delivery options

h
':'_:?'_]. Have replies sent ko

[| Expires after: Mone 12:00 AM

Categories |N|:|ne |

Internet headers:  y_apparenty-To: || R c-=t. 09 un 2018 11:34:27 +0000 -
Return-Path: <bureng-151-14273323. LnMpenpncC 5ib20-pm-1-0-695-142- |j
lionele @naseng. knpgfc.com =
¥-YahooFilteredBulk: 162,209, 156. 185
Received-5PF: temperror (encountered temparary error during SPF
processing of domain of naseng.knpgfc.com)
¥-YMailISGE: BAZ29vpoWLDUXdpVPxcBG55d 2, 2t gHz4x JUMAUBiK baaiX il

- Plain Text button will allow you to read an e-mail message in plain text to prevent any
HTML/RTF code execution, but will only work if the e-mail was not already sent in plain text
format or Outlook was not set to read all messages in Plain Text.



Content

File Haome Send / Receive Folder View Info
o From: v/
. Oakley
' - Status
¢ b lionele@naseng.knpagfc.com
Content

The Content group of the Info tab contains the sender information and validation information in regards
to the currently selected e-mail.

- E-mail name displayed by Outlook
- The actual e-mail address from which the message was sent

- The Status icon can have three possible states. It represents a number of checks that are
being performed on the current e-mail. Initially, every e-mail has an OK status but as
various items like attachments and links are processed, the status might change.

Hovering over the Status icon will show the issues encountered which caused the icon to
change from the OK status.

v/ indicates that no known error was encountered

implies some warnings have occurred, for example if the e-mail contains a tracking image
(1x1 GIF images that companies use to track if the e-mail was opened or not)

Warning

hitps://fepl.paypal-communication.com/C/v2000001 580ba 187 b9a7safff4bbeSbf30,/0b4529...
Content is potentially tracking

hitps://pp.images.harmony.epsilon.com/MNorthAmerica/MNA2016/June/1189205/EN/space...
Content is potentially tracking

G E-mail Info Add-In
Press F1 for add-in help.

implies some more serious content in the e-mail (for example some executable attachments
] or files that Microsoft considers dangerous)

Danger

contract_2016-2017_pdf ~5f8aZefd.js
Content is potentially dangerous

G E-mail Info Add-In
Press F1 for add-in help.




[P / Location

View Info
[207.46.100.137) w United States = & .
[L65.204.54.222] w' United States = |w

[2a01:111:f400:7c10::1:185] " United States =

IP / Location P

The IP / Location group of the Info tab contains information about the servers that processed this e-mail
message. This information and more is found in the message header. The IP of the servers that
processed this e-mail is shown. The IP information is ran against GeolP providers to get detailed
location information. Both IPv4 and IPv6 formats are handled though only some of the GeolP providers
handle both formats. By checking the IPs embedded in the message header, it can be determined
where the e-mail is coming from.

The information provided by GeolP providers is not always 100% accurate, though most providers try to
stay within a 99% accuracy. To increase the accuracy of the information, up to 4 GeolP providers can be
used to get data for each IP address.

Info
[207.46.100.137] [ United states|+| «
[165.204.54.227] w  United States

[2a01:111:7400:7 c10:1:185] | " United States
IP/Locatil ' United States

The location information obtained from the GeolP providers can be viewed by hovering over the buttons
showing the country.

Infa
[207.456.100.137) w United States = = v" www.tomshardware.com
[165.204.84,227] w' United States « |

[2a01:111:f400:7c10:1:185] " United States -

IP/ Location ) Links

United States

Country : United States

il 3 City: 5an Jose

Zip Code : 95141

Host Mame :
mail-by2on0137. outbound. protection.outlook.com
Crganization : Microsoft Corporation

Latitude : 37,3388

Longitude : -121.591

G E-mail Info Add-In
Press F1 for add-in help.




Clicking on the country button will bring up a web-browser that will use the latitude and longitude
returned by the GeolP provider to point to a map location around the world to get a better idea on
where the e-mail was sent from.

Note: the mapping location information is just an approximation!

Mapping data courtesy of © OpenStreetMap contributors. All rights reserved.

A

: \& .
4 }\Q




In addition to the IP location displayed, the e-mail can pass through internal servers and other reserved
IP addresses. This additional information can be viewed by clicking the dialog box launcher.

e o S =

[207.46.100.137]

Country : United States

State : California

City : 5an Jose

Zip Code : 95141

Host Mame : mail-by2on0137. outbound. protection. outlook. com
Qrganization : MICR.OSOFT-CORP-MSM-AS-BLOCK

Latitude : 37.3388

Longitude : -121.891

Country nited States

State : California

City = San Jose

Zip Code : SIGM UP TO ACCESS

Host Mame : MICROSOFT-CORP-MSN-AS-BLOCK
Organization : ASBOTS

Country : United States of America
State : California

City : San Frandsco

Zip Code : 24102

Latitude : 37.7745

Longitude -122.419

Country : nited States
State California
City San Jose

7ip Code : 95122
Latitude : 37.3305
Longitude : -121.838

[172.29.224.109]

Reserved - Private-Jse Metworks

[172.16.0.0] - [172.31.255.255]

1,048,575

RFC 5735 {[RFC 1918])

https: /ftools.ietf. oraMhtmlirfc 5735 #=ection-3

172.16.0.0/12 - This block is set aside for use in private networks, Its intended use is documented in
[RFC 1918]. As described in that RFC, addresses within this block do not legitimately appear on the
public Internet. These addresses can be used without any coordination with TANA or an Internet
registry.

[feB0:1884:e57c:783:F80]

Reserved - Link - Linkocal address

fed0:: — febf: fHF: fAF: £ £ 7 i AT

24118 - 3,3230724+35

fed0:: /10

RFC 4291, Section 2.5.6

https: {ftools.ietf. ora/htmlirfc4291 #zection-2. 5.6

Link-Local addresses are designed to be used for addressing on a
single link for purposes such as automatic address configuration,
neighbor discovery, or when no routers are present,

Routers must not forward any packets with Link-Local source or
destination addresses to ather links.




It is also possible to map all the server locations on the world map (by clicking the Map button), to easily
see through which locations the e-mail has passed through.

Note: as some corporations have servers located in multiple countries, the information obtained from
different GeolP providers might point to different world locations.

Mapping information copyright © 2005-2013 Openlayers contributors. All rights reserved.

| s
[2a01:111: e400:4814: :34]
160 191.162]
W _Deutschla .:I1

B - _
[207.46.100.137] 2a01:111:£400:7c10:+13185]
United S[(atas L
[165.204.84




Attachments

View Info
SampleCab.cab CAB * .
sExport~Clvsse | 777 |w '
w5 CCM, exe EXE

Attachments

The Attachments group of the Info tab contains information about the attachments contained in the
current e-mail. If there are no attachments, this group will not be displayed.

The attachments are checked against a list of common file signatures to validate if the files are indeed of
the type the extension suggests. Some compound file types like zip/cab/etc... are also inspected
internally to check their contents. Due to the large number of files types, it is really not possible to
check against all existing file types. Unrecognized file types will be marked as ???2.

Clicking on the file name will allow the user to save the file to disk. This will also allow to save files that
Outlook blocks for security measures. As such, use this feature at your own risk and only when you’re
certain the attachment comes from a trusted source.

Note: contents of compound files are not saved to disk.

To get detailed information in regards to the file content, click on the dialog box launcher. The detailed
information will show:
o the binary file content
o the default application that will be run when double clicking on the specific file if
downloaded on disk
o the specific file bytes that were used in the file recognition
= assuch, the file bytes can be spread across multiple areas of the file
= to make it easier to read, the bytes in question are highlighted in bold
o unrecognized files are also displayed, allowing for the ability to inspect potential scripts and
viruses, without being executed to cause damage



Note: below is the more complex recognition of executable files which have identifier signatures across
multiple file offsets!

Al 4
oo N =

|SampIeCab.Eb| -Exportnﬂl.usse| swsCCM. exe | -AssemmeC.csl -ResnurmGw.cs|

File Mame : f2\vsCCM.exe
Displayed Name : wsCCM, exe
Detected Type :  EXE

Required 05 : Windows

Program Mode : 32-hit

Security Risk : Potentially dangerous
General Type : application

Registered Type :  Application

Command Line : "Bol” B

File Signature : 0ocAD OcSA 0x90 0x00 0x03 0x00 000 000 0x04 0x00 0x00 0x00 0xFF 0xFF 0x00 0x00
0xB3 0x00 0x00 000 0x00 0x00 0x00 0x00 D40 OocD0 0x00 0x00 0x00 0x00 000 0x00 0x00 0x00 0x00 0x00
000 %00 0x00 000 0x00 0x00 000 0x00 0x00 0x00 000 0x00 0x00 0x00 0x00 0x00 0x00 0x00 Ox00 0x00
000 0x00 0x00 0x00 0xD8 0x00 0x00 0x00 0x0E 0x 1F 0xBA Ox0E 0x00 0xB4 0x09 0xCD 0x21 0xB3 0x01 0x4C
0xCD Ox21 0x54 0x68 0x69 0x73 0x20 0x70 0x72 0x6F 0x67 0x72 0x61 0x6D 0x20 0x63 0x61 Ox6E 0x6E Ox6F
0x74 0% 20 0x62 0x65 0x20 0x72 0x75 Ox6E 0x20 0x69 0x6E 0x20 0x44 0x4F 0x53 0x20 0x6D Ox6F 0x64 0x65
0x2E 0x0D 0x0D 0x0A Ox24 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x31 0xB5 0x84 0x3A 0x75 0xD9 OxEA 0x59
0x75 0xD9 OxEA 0x69 0x75 0xD9 OxEA 0x69 0xB6 0xD6 OxB5 0x69 0x77 0xD9 OxEA 0x69 0x75 0xD3 OxEB 0x&9
0xEE 0xD9 OxEA 0x69 OxB6 0xD6 0xB7 0x59 0x64 0xD9 OxEA 0x69 0x21 0xFA 0xDA 0x69 0x7F 0xD9 OxEA Ox69
0xB2 0xDF OxEC 0x69 0x74 0xD9 OxEA 0x69 0x52 0x69 0x63 0x68 0x75 0xD9 OxEA 0x69 0x00 0x00 0x00 0x00
000 %00 0x00 000 0x00 0x00 000 0x00 0x00 0x00 000 0x00 0x00 0x00 0x00 0x00 0x00 0x00 Ox00 0x00
050 045 000 000 0x4C 001 0x05 0x00 OxCC 0xE3 0x 14 Ox48 0x00 0x00 0x00 0x00 0x00 0x00 0x00
000 0xED 0x00 0x0F 001 0x0B 0x01 0x06 0x00 0x00 0x5E 0x00 Jx00 0x00 0x54 0x02 0x00 0x00 0x04
000 0x00 0xFA 0x30 0x00 0x00 0x00 0x10 0x00 0x00 0x00 0x70 0x00 0x00 0x00 0x00 0x40 0x00 0x00 0x 10
000 0x00 0x00 0x02 0x00 0x00 0x04 0x00 0x00 0x00 0x06 0x00 0x00 0x00 0x04 0x00 0x00 0x00 0x00 0x00
000 0x00 0x00 0:90 0x04 0x00 000 0x04 0x00 0x00 000 0x00 0x00 0x00 0x02 0x00 0x00 0x30 0x00 0x00
0310 0x00 0x00 0x 10 0x00 0x00 0x00 0x00 0x 10 0x00 0x00 0x 10 0x00 0x00 0x00 0x00 0x00 0x00 0x10 0x00
Q0D Ooc0 000 0x00 000 0x00 0x00 0x00 0x00 0x00 0xB0 0x74 0x00 0x00 0xB4 0x00 0x00 0x00 0x00 0x40
004 0x00 0x38 0x4A 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 dx00
000 0x00 0x00 0x00 0x00 0x00 0x00 0x00 Ox00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
000 0x00 0x00 0:00 0x00 0x00 000 0x00 0x00 0x00 000 0x00 0x00 0x00 0x00 0x00 0x00 Jx00 0x00 0x00
000 0x00 0x00 000 0x00 0x00 0:00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 Ox00 0x70
000 0x00 0x8C 0x02 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
000 0x00 0x00 000 0x00 0x00 000 0x00 0x00 0:x00 0x00

File Bytes : MZ.......... Flae i = U @.,...0,. QLI
This,program.cannot,be.run.in,DOS.mode. ... §...0p00 1, sulSiuUE LSO iwUSILLETLE 90 - dUS!
AU & 2R HERIChULE L. e PE.L...I3.K........ B e 01 R T Dheen

s 4t a it e e

K 5 TR Pttt e et s et rnte e

Close



Note: below is a script/potential virus, that was sent as part of a zip file

- 1
ﬁ"lessage Attachmen w l = J

001_6303.zip | eInvoic~FX.vbs | Untitied ~T1, et |

File Mame : Invoice_001_0415.vbs

Displayed Mame :  sInvoic~FX.vbs

Detected Type @ 777

Security Risk : Potentially dangerous

Registered Type :  VBScript Script File

Application Mame : Microsoft ® Windows Based Script Host

Command Line : CrwWindows \System32Waoript.exe”™ "1 3™

File Signature : 0x00 Ox0A Ox0D 0x0A 0x20 0x20 0x6D Ox6F 0x6E Ox67 0x6F Ox61 0x70 0x6F 0x73 0x74
0x610x740x65 0x52

File Bytes : mongoapostateR,

mongoapostateRH = "User”
RACHEL = "avetof”

Dim mongoapostatel AKCPPC "As String

'Dim mongoapostatezakupor () 'As String

Dim mongoapostateheal33 'As String

Function functionT()

mongoapostateShpak. Savetofile mongoapostateheal33 & "A%, 2
End Function

Vrungel = ".resp™+ onse”+ Body™
Function PS({ mongoapostateheal 33, mongoapostateheal33u)

Dim TristateFalse
TristateFalse =0

If Mat IsArray( mongoapostateheal 33uu ) Then
mongoapostateheal 33uu = Array( mongoapostateheal 3300 )
End If
Dim i,d,z, Chesko, feli_tupni, output_file, fTOATS

Set Chesko = CreateCbject( "Scripting. "+ FileSystemObject”™ )




Links

. L L ::{f:_:wm.amaznn.ca * ' United States = & € ®
v" images-na.ssl-images-amazon.com * | " United States ~ |+ Y
}( WWwamazon.ca * ' United States - : ; I
Links u

The Links group of the Info tab contains information about the links contained in the current e-mail. If
there are no links, this group will not be displayed.

The links in the current e-mail are queried individually to check for any possible redirects and the data
that will be retrieved if the link is clicked. The data is queried in binary form so there is no possible
execution of the data obtained. The data retrieved is checked similarly to the file attachments to try and
determine the type of data retrieved.

Links that contain redirects are also followed to make sure that the correct data is obtained. The
original and redirect URLs are displayed. Hovering over the information displays detailed information
about both the original and the redirected URLs.

5 emm—— *|  United States ~ |« ¢ s Orep
- F Y

Original URL: . faidefref_=FR_TE_cs
Redirect URL: ./.Jap/switch-languageshelp/customer/display.htmlfie=UTFEE&language=~fr_CA&nod...

HTML
Original URL: . /gp/cssivour-arders-access/ref=FR_TE_ah_bd
Redirect URL:  ././ap/signin?_encoding=UTF3 &accountStatusPalicy=Pl &openid.assoc_handle=cafl...

HTML Details
Original URL:  /gp/css/vour-orders-access/ref=FR_TE_oh_

Redirect URL: ././ap/signin_encoding=UTFS&accountst) Protocol: https
Port : 443

HTML Path : fgp/ecss/your-orders-access/ref...
Original URL: /. /fgp/fessfreturns/homepage.htmlfref=pe |
Redirect URL:  fgpforcsreturns/homepage.htmlsref=arc_s

Protocol @ hitps

m Port : 443

Original URL: /. seww.amazon.cashelptref_=pe 3034960 Path: fap/signin

Redirect URL: ./gp/help/oustomer/display. htmlfie=UTFEE Query: T_encoding=UTFS
GlaccountStatusPolicy=F1

XML Glopenid.assoc_handle=caflex

Original URL: /. ref=pe_3024960_236294300_om_sw_cl_fi Sopenid.claimed_id=http://spec...

Redirect URL: m.facebook.com/../m.faceboak.cam/login. dlopenid.identity=http://specs....
Giopenid.mode=checkid_setu

HTML &GEEHid.r‘IS=http:_-"_-"sr.lECE.CIpEFrj'Iid...

Qriginal URL: ./ FhtmITC=21G4W T U 2RI &k =231 TWVCIL Glopenid.ns.pape=http://specs.o..

Redirect URL:  twitter.cam/. owitter.com/intent/fweetturl Zopenid. pape.max_auth_age=0 -

Gopenid.return_to=https:/fwaww....
Guref_=FR_TE_oh_bd
&pageld=webcs-yourorder
&showRmride=1

¢ E-mail Info Add-In
Press F1 for add-in help.




Note: this application is not as complex as a full browser (like Google Chrome for example) so in some
cases, it is possible that some link queries will fail (the server request fails to respond within a
specified time, or the link might be incorrect, or the number of retries (specified in the Options
dialog) is exceeded).

HTML
Criginal URL: ./ htmlPC=08BEDXIRGHIY B K =31 CWCZ109740 B M=urn:kn:msg: 2018061907 110567 cd 24,
Redirect URL:  ././/gpsgss/o/ LHOXPWYNEZMpFU ET2LsnmEUbssYxoqs8 O Un-CK2uRBHR M eYm SrR.CF CqiakjIK...

Aborted
Criginal URL: ./ fap/bTie=UTF-8&node=128060011 &ref =pe 175300 2885532208 H=8P3OTUFIBCEIRY...
Redirect URL:

Aborted
Original URL: /. &lU=http:/seww. amazon.casref=pe_175300_255553220_sef_logo&H=YMDLZHMZHMESVL..,
Redirect URL:

Detailed information about all the links can be obtained by clicking the dialog box launcher of the Links
group.

i ™
v I ==
WWW.a MAaZon.ca -

Country : United States

Host Mame ; a104-108-37-151.deploy.static. akamaitechnologies. com 7l
Qrganization : AKAMAL-AS b
Latitude : 37.751

Longitude : -97.822

Country : United States of America

State : California

City : San Francisco

7ip Code : 94102

Latitude : 37.7745

Longitude : -122.419

Original URL : https: {fwww . amazon.cafgp/f.hitml?C =06BBDXIRGHIY Bk =3V 1CVCZ 109740

BM=urn:rin:msg: 20180613071 1056 7cd 248e8cfe47 29998 f730e 5ae0pinafR =BZ OV VVOYHOKMAT =C &L =htins %4
34 %0 2F Se2Fwww, amazon. ca Yo 2Fb 3 2Fref%:30pe 178300 288883220 pe goldbox%%3Fie%:3DILUTES Yo2tnode 5
30126525501 1&8H=2A9BDMNISWNEZKD 1Y G 3IHWIHLOQEY ARref =pe 173300 238833220 pe goldbox
Unescaped URL :  https: {fwww, amazon.cagp/f. himl?C =06BB0XIREHTY &K =3V 1CVCZ 109740

BM=urn:rin:msg: 2018061907110567cd 248e8cfe47 2999878 ce Sae0pina &R =BZOYVVOYHOKMAT =C &L =htips: /iw
ww, amazon.cabfref=pe 173300 238833220 pe goldbox?ie=UTF3&node=12652550118H=
ZASBDMISWNEFKDIYGIHW IHLOQEY ARref =pe 178300 283833220 pe goldbox

Redirected URL :  hitps:/fwww.amazon.cafopfaoldbox

Part : 443
Path : Jap/f.html
Query : AC=06BBDXIRoHLY

&K =3V1CVCI109740
EM=urn;rin:msg: 2018061907110556 7cd 248e8cfe47 25993 FaceSaelpina
&R =BZ0YVVOYHOKM
&T=C
Bl =https:/jwww.amazon.ca/bjref=pe_178300_288883220_pe_goldbox?ie=UTFa
Bnode=1265255011
&H=2A9BDMN9SWNEZKD IY G 3HWIHLOQEY A
Gref_=pe_178300_238833220_pe_goldbox
Detected Type . 777
File Signature : 0x1F OxB8E 0x08 0x00 Ox00 0x00 Jx00 0x00 Ox00 0x03 0x6C Ox54 0x50 0x8F OxE2 0x36
0x14 0x7D 0xCF OxAF
File Bytes: covveveens m.és. -

Map ] [ Close ]




Note: sometimes links point to tracking data to check if e-mails were opened/read (like 1x1 pixel GIF

images) — opening these links for validating the content will cause the e-mail sender to assume
the e-mail was opened/read.

Note: the number of Geo IP providers that can take a server name is smaller than the ones that process
IPv4 or IPv6 information.

It is possible to map the server locations for the links. This is especially useful when trying to figure out
if some of the links are suspicious in nature, where they originated

Note: the mapping location information is just an approximation!

Mapping data courtesy of © OpenStreetMap contributors. All rights reserved.
Mapping information copyright © 2005-2013 Openlayers contributors. All rights reserved
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Preferences

s? |,
v ’e o e . v v L -
Validation
v e Nate Options
Preferences

The Preferences group of the Info tab contains a number of options that affect how the plug-in will
behave.

The Providers tab shows all Geo IP providers that the plug-in can make use of.
- There is a minimum of one provider selected to be able to show IP location information.
- There can be a maximum of 4 providers selected.
- For each provider, there is information if they handle IPv4, IPv6 or URL server data. To get
links information, at least one provider that handles URL data needs to be selected.
- Some providers require a key to return information — the key can be obtained from the
provider’s website — it is a free registration.
o Double-clicking on the provider column will bring up a web-browser pointing to the
specific provider clicked on.
o Double-clicking on the key field will allow a new key to be entered
- Most providers have limits on the number of requests that are provided for free (the limit at
the time of publishing are shown in the last column). If a larger number of requests is
required, most providers offer paid plans
Note: the limits may change without notice at the provider’s discretion
- The list of providers can be reordered in this list and it will be reflected in the results
displayed in the Info ribbon

o 22

Providers |5etu|:| | Flag Countries | Flag Links I Flag Ser‘uers|

Prowider Key IPv4 IPwva URL Rate

tools. keyedn.com = 2f=ec
ipapi.co 1000/day
db-ip.com EEEE 1000/day
ipgeolocation.io FEEEREEESREEEE | 1500/day
ipinfodb.com *Key Required™ 2f=ec
ipstack,com EE————_ 10000 /mo
ipapi.com FEEERRS R L 10000/mao
ipinfo.io *¥ey Reguired™® 1000/day
geoipify . whoisxmlapi,com = SFeessssssseses 1000,mao
ip2ocation. com FAEE AR M/A

Oo00REOOEE




The Setup tab allows the user to select which groups should be visible in the Info tab. It also contains
some server request parameters.

- The Content, IP / Location, Attachments and Links groups can be hidden from view (they’re
all visible by default), though some of the groups are automatically hidden if they don’t
contain any data.

- Reply timeout (sec) — if a request for IP or link information fails to complete within the time
mentioned here, it is aborted. There are many reasons why the request can fail and there’s
no point in waiting forever for a request to finish.

- Retry count — number of times a failed request will be retried. For example, if the server is
down, no number of retries will retrieve the requested data, hence the limit on the number
of retries — no point in retrying forever.

e
[ ———

| Providers | Setup |Flag Countries | Flag Links I Flag Ser‘uers|

Show Ribbon Groups Connection Options

Content Reply Timeout (sec) 10
IP f Location
Attachments
Links

Retry Count 3




The Flag Countries tab allows the user to select a number of countries that can be used against the
incoming e-mail IP information. If the e-mail passes through a server from that country, a warning will
appear in the Status button of the Content group.

| Providers | Setup | Flag Countries | Flag Links | Flag Servers |

warn if e-mails from:

Afahanistan
Aland Islands
Albania

Algeria
American Samoa
Andorra

Angola

Anguilla
Antarctica
Antigua and Barbuda
Argentina
Armenia

Aruba

Australia

Austria
Azerbaijan

| Providers | Setup | Flag Countries | Flag Links | Flag Servers |

Warn if links from:

Afghanistan
Aland Islands
Albania

Algeria
American Samoa
Andorra

Angola

Anguilla

Antigua and Barbuda

Arienﬁna

Aruba

Australia

Austria

Azerbaijan -




The Flag Servers allows the user to set up a list of servers that will be checked against the links in the e-

mail and if any of them is found, a warning will appear in the Status button of the Content group.
Note: improperly formatted servers will be highlighted.

| Providers | Setup | Flag Countries | Flag Links | Flag Servers |

warn if links from:

:ist.mm
test.com
google

MiiC., SO . C&
yahoo.com
twitter.com
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The Help group of the Info tab contains three options.
- The Help button brings up this document.
- The About button brings up the dialog below.
- The License button has three states and also brings up a dialog to allow the user to enter a

full license.

fm Trial period expired
’-._‘-' . .

= Trial license

o .

=  Full license

About Dialog

B2 bout E-rail Info

Rare Phoenix Soft.

© Rare Phoenix Soft. 2018-2020. All rights reserved.  Version: 1.2 View Log...

Warning: This computer program is protected by copyright law and -
international freaties. Unauthorized repreduction or distribution of this E-mail Support...
program, ar any portion of it, may result in severe cvil and criminal

penalties, and will be prosecuted to the maximum extent of the law. E-mail Details. ..

Geo location data courtesy of IPInfoDB https: {fipinfodb. com/
IF Location Finder by KeyCDOM https:/ftoals. keyodn, comd

Mapping data courtesy of @© OpenStreetMap contributors.
Mapping info courtesy of © 2005-2013 OpenLayers contributors.

o The View Log button will bring up an error log that will show errors that have occurred for
this Outlook add-in. This log helps out the development team fix some of those errors.

o The E-mail Support button will bring up an e-mail message containing the current error log
information. This log could be e-mailed to the development team to fix the errors

encountered.



e The E-mail Details button will create an e-mail with all the details about the current e-mail
message. This information could be sent to a friend with detailed computer knowledge in
case there are doubts about the contents of the e-mail.
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